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Trade Secret
Safeguards

A single federal law now addresses trade secrets, replacing a hodgepodge of state laws.
But companies must first implement the right measures to benefit from the law’s provisions.

It is often sadd that we don’t
appreciate the value of what we have
sotil it's gons. The same could be
sagd of businesses and their irade se-
creis. To svoid awaking one day to
the frightening realizaction that the
business has lost {13 competitiva
cidge, maragament mst carefully
identity, quantify, and prsiest com-
pany tmade secrers. Forumpiely, (he
legal framework on which compa-
nies can build 2 case for legal re-
course againat would-be information
thigsas bag been strengthened in re-
cent years. But tie gain the maxipom
protection fiom the law, manage-
mend smust understand how the law
defires & rade secrer and what trig-
Fors YArious prvisinms,
Inteflectual propery soch a3
patents, cepyrights, and trademarks
have long been protected under fed-
cead law. But trade socrets wers pro-
tected only under state laws wntil
Congress pazsed the Economte Es-
plonags Act (EEA) in 19946, Now,
businesses are successfully using a
combinatien of stats, federal, and
even international laws ta fight trade
seeret theft.
w  Uhe inllowing overview locks at
§ the four hasic steps in trade secret
& protection: identitying the asseis,
= valuing them, zss=ssing risk, snd
(4 4 ge .
é providing ssearity.
& ldentification. Before a com-
5 pany can identfy {1z wade secrets. it
= must understand how they v de-
% fined by the law. As defined by the
EEA. a trade secret is any fimm of
“financial, businass. scienrific, woh-
mical, esenomic. or engineering in-
formarion” thae the owner hag raken
reasoniable measures to Keep Secret,
The informarion waust also have eco-
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nomic value, either actual or poten-
tial, that would be jeopardized were
the information o be disclosed. The
deficition inciudes ail types of infor-
mation eleding paterns, compiia-
tiens, formulas, proioiypes, meth-
ods, techniques, and. procedures, as
well a5 prograrms and codes, These
types of information are pratected
whether they are stored physically
or slestrordenily as graphics, pho-
tographs, or texL.

LUnder this definitior, mformation
irsencled for 3 fotwee promotion can
be protected ag 4 rade ssovey ol {
is releazed. Other proprierary infor-
mation such a5 a doctor’s status re-
port o the presiden of a compony,
while confidenial, is not ronsideved
a wade secret because it has
no commmereial velus,

Most businesses do not re-
alize the importance of de-

information goalifies as a
trade sevret. Doing so is a1

a completed product to the secrets
behind it. In Bonito Boats v. Thun-
der Uragt Boaw, Ine, (Usdied States
Hupreme Court, 1989 the Coust
found that & tusiness cannot provent
the reverss enginzering of a non~
patented product that ix soud pub-
licky.

Mot all products can be revarse
sngineered, however, For eampie,
Crea Cola’s most important $rade
secTet—4a unigue combrination of in-
medianis—is walikely 1o be discov-
cred through reverss engineenog,

vatuation. The EEA . requires
that a business agtablish the avinal
or potential value of rade secret in~
formneion if it wants w0 secoessfidly
charge someone wiih the theft of

Bofore a company can

1dentify its frade secrots, 1t
termining what proprietsry  manst understand how they are
dofined by the law.

eriricsl first atep toward pre-
venting disclosure or, in the event of
 theft, readily proving that the cogn-
pany had protections in place,

Companies must 250 be awars
tiat the identification of wade sscrets
is a dynamic process and that a com-
pany’s portfolio of rmade seor=ts
chenges constantly, Some trads se-
crets become obsolere. new ones
must be added, and others nesd
amending,

Life cyele, The lifz eycle of o
tradde secret may be finite or perpet-
ual, If the trade seerpt is already &
product, its frade secrer staiis will
last as long as it is not discovemble
through reverse engineering—ihe
pencess of working backwards from

those secreis, There ars theee ac-
repred ways to assign valoe to a
trade secret; the market gpproach.
the cost approach, and the incoms
approach.

The market approach corpares
the sales price of sinoflse assets o the
agsens beng valued. It can be diffi-
cult 1 use this appreach for trade se-
coels.

The cost approach uses the con-
capt of replacement cost a8 an indi-
cazew of valug. It is more well suited
ty trade secret valuations than the
market approach is.

The income approach measures
the vatue of anticipated fufure sco-
nomic benefits io be derived from
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Considerations

Before the EBA, a business
could only prosecute trade secret
cases at the state level. Remedies
were available through the Uniform
Trade Secrets Act, which anthorized
states to pass specific trade secret
legislation. Since the. EEA has be-
come law, businesses can, for the
first time, take civil or criminal action

. at the federal level.

If a company chooses not to pur-

i sue a civil case, it can turn the issue

| over to the Department of Justice.

The government will then criminally
prosecute the trade secret theft, re-
sulting in lower costs -for the com-
pany. However, if the government
brings suit, only a limited number of
individuals can be included as defen-
dants—unlike in civil cases where
the number of defendants is unlim-
ited—reducing the likelihood that the
company will recover its losses. And,
though judges in criminsl cuses can
iine defendants, the primary pmpose
of a eriminal case is to exact panish-
ment, not recover danages.

Diespite these drawbacks, seeking
government assistance caa be help-
ol in complex casss. For example,
in g recent case, Eastpan RKodak en-
izt the government’s help to catch
a retired mumagey suspected of fraf-
fickmyg in siclen trade secrets,

First, un execotive from Kodak
and- pne of the company's sscority
constdtants, posing as employees of &
phony Chinese company eager to
break inte the modern filen mannfac-
turing business, mat with the retived
manager il attemnpted 1o obtain the
propristery imformation. The meeting
was secretly videptaped. Kodak then
wok its information 1o the FBI, and
the former mznager”s home was sub-

sequenily seurched. The sewrch wne

coversd 1 *recipe book™ containing
all of Kedak's seeret formalas for
fikn inanufacmcing, The sispect was
apprehended and later pled guilty o
lesger charges as the result of a plea
batgain arramesinent,

Whether a compaoy akes deelvil
or criminal legal opiton, prescrving

the confidentiality of trade secrets
during court proceedings is easier
than it was before the EEA, The EEA
states that a federal court shall
“...enter such orders and take such
other action as may be necessary and
appropriate to preserve the confiden:
tiality of trade secrets...” in an effort
to lessen the threat of disclosure for
potential plaintiffs.

In a civil trade secret case, the
EEA provides that the court can issue
a protective order limiting access to
documents and information both at
the state and federal level. It can also
order certain parts of the record to be
sealed, and it can conduct hearings
dealing with sensitive issues outside
the public courtroom.

The EEA is not specific with re-
gard to criminal proceedings, other
than ‘allowing for an immediate ap-
peal by the plaintiffs should the dis-
trict court direct the diselomare of a
irade gecret, as ocoured in DSA v
Kai-Lo Hawe and Chester 5. Ho
{United States Court of Appeals for
the Third Cireuir, 1993 In that cass,
three Taiwanese citizens were ag-
cuzed of attempiing 1o illegally nb-
wain the seoret tecipe for taxel, an an-
tivancer drog. Taxcd, which is
derpved {rom the Pacific yew tres and
18 wsed &0 treat ovarian and other cun-
cexs, haad penerated sales of $941 mil-
tiom in 1597,

Irovdcally, a federal district judge
ordered prosecutors fo tam over o
the defendants’ fawyers the very doc-
wrnents the defendeais were accused
of trying to sizal, since the defon-
cants hnd claitned that these were
needed 10 prepare their defense. Bris-
tol-Myers appealed the decision, The
appeliate court riled that Bristol-
Myers was not sequired 1o awn over
the docnments.

The thres-judge panel agreed that
the conients of the document wiens iv-
relevant. Bven if the materials con-
tained no comfidential informanion,
ruled the cowrt. the defendanis were
vharged with stismpting to steal what
they thought was propristary dava.

the use of the assets. The cost and in-
come methods are the most common
means of valuing trade secrets.

Risk assessment. After valuing
each trade secret. the company must
determine its vulnerability to theft and
anticipate the types of threats that
might be encountered. Those in the

- best position to steal trade secrets in-

clude current employees, former em-
ployees. vendors and contractors. and
joint venture partners. Other groups
presenting enormous risks to trade se-
crets are information brokers, com-
puter-hackers, and agents of foreign in-
telligence services—all of whom are
capable of using sophisticated meth-
ods to penetrate a company’s security
measures.

Security. Once the trade secrets
have been identified and valued and
the risks have been assessed, the com-
pany must ensure that adequate safe-
guards are put in place. Implementa-
tion of these security measures may
involve training personnel to recognize
the importance of trade secrets and the
consequences of disclosing that infor-
mation.

Proecedures should also be in place
to allow for an ongoing review of poli-
cims and procedures. Any significant
changes in the risk environment may
signify the nead o update or modify
pontrois. This step is crivical, becanse
inadequate security can make it Jiffl-
aule for the company to prove in court
thut it took reasonablz measures @ pro-
tect the confidentiality of propristary

in addition to physteal measures, the
eornpany should agk oll parties with ac-
cess 0 trade secretz to sign job-specific
confidentiality and aondisclosure
agreerments, {The company should, of
course, consult an attormey o ensurs
that these documents are dradted so 46
1o have the force of law.)

The case of IDS Life Inswance
Company v, Sundmerica, Inc, (U5,
Diistrict Court for the Northern District
of [Hineis, Bagiern Division, 19971l
lustrates how these documens can
belp & company protect its trade se-
crers. In thiz instance, the plaintif, an
insurance conpany, claimed thar is
sales agents were being induced o guic

sand join SunAmerica. Agents were

alav wrped, said 108, o sell SunAmer-
ica producis 1o the same cusIOmers
they had serviced while at IDS. Fur-

therrpore, 103 claimed that this action ——




-

had destroyed thousands of its long-
term customer relationships and
caused sales agents to misuse IDS’s
its confidential and trade secret infor-
mation. resulting in the loss of mil-
lions of dollars.

IDS claimed that it had spent mil-
lions of dollars developing confiden-
tial customer information and that the
company had taken reasonable mea-
sures to preserve the confidentiality of
the data by requiring their agents sign
noncompete contracts. The contracts
included the covenant prohibiting
their agents from soliciting or selling
insurance or securities products in the
territories in which they had worked
for one year after leaving IDS.

The plaintiff told the court that it
had further attempted to ensure irs
wrads secret confidentiality by includ-
ing a clause in its nondisclosure con-
iracts requiring that employess main-
tain the confidentiality of such
informaton and return shat informa-
tivn vpon leaving ths company.

The court ruled that these contracts
were valid and that the one-year Hoi-
tation on szles 1o former clients and
the restrictions placed on the vse of
zonfidential and trade seoret informa-
o did et uaduly restrict former em-
ployees from eaming a living.

DS sugvessfully argred that it was
entitled to receive trads secrets pro-
tection for the customer lists, The de-
ferndants were direcied 10 turn over all
trade secret information, inclading the
customer lists, obrained in violation
of the nencompete agreement.

Cenversely, the lack of proper poli-
vies caused the prosecuting company

to lose in Hoffman-LaRoche. Inc. v
Frank W. Yoder (Southern District of
Ohio, 1997). During the early 1980s.
Yoder, a clinical investigator for the
pharmaceutical company Hoffman-La
Roche. obtained 550 pages of docu-
ments pertaining to Acutane. a medi-
cation being used for the treatment of
acne and related skin disorders. This
information consisted of protocols for
clinical trials, investigative drug
brochures, and correspondence be-
tween Hoffman-La Roche and Yoder.

The company alleged that Yoder
later tried to sell this information, ad-
vertising 2 minimum bid of $9.5 mil-
lion: In.February 1996, Hoffman-La
Roche filed suit against Yoder seek-
ing an injunction to prevent him from
selling or disseminating what it
termued “highly propristary, contiden-
tial, unet frade sseret information™ that
he had recetved while serving as a
clinfcal investigator fir Hoffman-La
Rocke,

The court reled againat the com-
pany, finding thar it had not taken the
proper messures to protect fis atleped
trade zecret informnion, For instence,
the company had not insisted that
Yoder sign A written confidentiality
agreement, OF the 350 pages of data,
anly theee were markad confidential,
Also, the information contsined in
these documents had been given to
vingdesn research centsrs natonwide
that wese involved with Acutsne trial
esting.

The court nltimately determined
ihat Hottman-La Roche did nor bave a
Formal policy for rerieving the testing
information. It was also discoversd

that the company lacked adequate in-
ternal and external document controls
and that the documents in question
had not been locked away for safe-
keeping.

Whatever a company’s stock in

trade, its competitive advantage is

sure to rest at least in part on trade se-
crets. By identifying, valuing, and
properly protecting these information
assets, management can go a long
way toward securing both their confi-
dentiality and the company’s legal re-
course if the intellectual goods get
into the wrong hands. B
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